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CHAPTER 1

Prerequisites

In order to get update notifications on new versions of Scuba, please make sure Internet access is allowed.

Please make sure you have a user with all required database permissions.

For the list of required permissions, please see Required Permissions on page 12.

Windows users:

Before extracting the Scuba-Windows.zip, please be sure to unblock it, as follows:

Right click 2 Properties 2 Unblock

| Scuba-Windoy

General ‘SE:umyl DB\allsl PlEVIDIJSVEISIDDSl

)

g Scuba-Windows zip

Type offile: Compressed (zipped) Folder (zip)

Openswith || Windows Explorer

Location C\Users\elade|Deskiop
Size 81.9 MB (85.905.743 bytes)

Size ondisk:  81.9MB (85,908,504 bytes)

Created Today, February 28, 2017, 43 minules ago
Modified: Today, February 28, 2017, 42 minutes ago

Accessed:  Today, February 28, 2017, 43 minutes ago

Attributes: [[IRead-only [ |Hidden
Security: This file came from another computer _
and might be blocked to help protect Linblock

this computer.

—

Apply
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CHAPTER 2

Running a Scan

This chapter describes what is required to run a scan.

Before running a scan, you need to download and execute the Scuba application. You do this as based on the host
Operating System, as follows:

e  Windows: Scuba.exe
e Mac: Scuba.command
e Linux: Scuba.sh

To start a scan:

1. Complete your database details as follows:
e Host/IP
e Port (or use default)
e User name

e Password

Database/Instance/SID (depends on selected database)

Scuba User Guide



Running a Scan

IMPERVA

2.

When scan ends, the application will close and results screen will open in your default browser.

Note:

Click “Go!” to start a scan.

Help

IMPERVA

Scuba is a free tool that scans leading enterprise databases for security
vulnerabilities and configuration flaws, including patch levels. It includes more
than 2,300 assessment tests for Oracle, Microsoft SQL Server, SAP Sybase, IBM
DB2 and MySQL.

With Scuba, you can uncover potential security risks undermining your
database security.

Please fill in your database details and click "Go!"

Sales@imperva.com
www.im perva.com
@ 1-866-926-4678

8 ORACLE -

1521

@ Scuba

:ug

IMPERVA

Scuba is a free tool that scans leading enterprise databases for security
vulnerabilities and configuration flaws, including patch levels. It includes more
than 2,300 assessment tests for Oracle, Microsoft SQL Server, SAP Sybase, [BM
DB2 and MySQL.

With Scuba, you can uncover potential security risks undermining your
database security.

Please fill in your database details and click "Go!"

Sales@imperva.com
www.imperva.com
@ 1-866-926-4678

Disable Windows Authenticatic

Microsoft SQL Server supports Windows Authentication. This is enabled by default. You can disable it and
manually configure a user and password by clicking the authentication button:

Scuba User Guide



CHAPTER 3

Reviewing Results

This chapter describes how to understand the results of a scan.
The summary for the scan is presented on one easy-to-read dashboard.

The top section is an executive summary, showing whether your database is vulnerable and if it meets well known
industry standards (DISA STIG and CIS)

The second section shows statistics about the test — compliance, results segmentation and tests failed by category.

IMPERVA

A o e 219 0329 iTh @

. 1-866-926-4678

Compliance Results Failures
° =
-] » '\ hion | .
Assesments Details
Showing 1 to 15 out of 937 assessments 1/63+ 1
# | Compliance *
~ - G , ’ " , T g [ Crtcai |
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Reviewing Results IMPERVA

Assessments Table

The assessments table shows all the tests ran against the selected database.
The list can be sorted by test name, category, compliance and result.

Hovering the medical kit icon will show a quick view for remediation of the selected assessment.
Assesments Details

Showing 1 to 15 out of 937 assessments 1/63r3

© CVE-2016-3484: Vulnerability in the Database Vault component of Oracle Database Server I& Known Attacks

© CVE-2016-5499: Vulnerability in the RDBMS Security component of Oracle Database Server 18 Known Aftacks Critical
© CVE-2014-0378: Unspecified vulnerability in the Spatial component in Oracle Database & | Known Attacks [ Criticai |
© CVE-2014-4294: Unspecified vulnerability in the Java VM component in Oracle DeiERUSEIISEERE ENIRE Sl [ criticai |

Update from October 2016 or later

© CVE-2014-4245: Unspecified vulnerability in the Core RDBMS component in Oracle Database &) | Known Attacks [ Crical |

© CVE-2014-4297: Unspecified vulnerability in the JPublisher component in Oracle Database 1B | Known Attacks [ Critical |

8 Scuba User Guide



IMPERVA Reviewing Results

Assessment Drill Down
In order to better understand each one of the assessments, click an assessment row to expand its content. There
you can find details about the test, its description, severity score, related data and possible remediation.

© Users with Default Passwords (11g and later) EajptuitbenticationlanditEe (Mananomentgity SEUSITC

DETAILS
Oracle databases have several well-known default username/password combinations. Default passwords may provide unauthorized access to the server. Default accounts should be

locked and expired when they are not required for daily operations

If all of the accounts listed show an account status of LOCKED & EXPIRED or LOCKED this is a Finding, but downgrade the severity Category Code to Il

DESCRIPTION

Checks for users with default passwords

DATA
EXFSYS EXPIRED & LOCKED
PERFSTAT LOCKED
APPQOSSYS EXPIRED & LOCKED
ORACLE_OCM EXPIRED & LOCKED m
SYS OPEN
REMEDIATION

Change passwords from the default. Ensure passwords meet complexity standards outlined in STIG Requirement DG0079

Scuba User Guide 9



APPENDIX A

FAQs

1.

Q:

Which drivers does Scuba use to connect to a database?

A:

Scuba uses JDBCs in order to connect to databases. All are located under /ODBC/Production/
2.

Q:

Does Scuba use all possible JDBCs? If not, is it possible to add JDBCs or just update to newer versions?
A:

Scuba uses some common JDBCs and those that are allowed to be distributed.

In order to add or update a JDBC, you can add it under /ODBC/Production/<relevant-database>/
You can find all JDBC drivers at their vendors’ websites, as follows:

e Oracle: http://www.oracle.com/technetwork/database/features/jdbc/index-091264.html

e SQL Server / Sybase: https://sourceforge.net/projects/jtds/

e MySQL: https://dev.mysql.com/downloads/connector/j/

e DB2: http://www-01.ibm.com/support/docview.wss?uid=swg21363866

Scuba User Guide 10
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IMPERVA FAQs

Q:

Which connection strings are used in order to connect to a database? Are they configurable?

A:

Connection strings are detailed in /conf/jdbc.json

Connection strings are configurable. There are three placeholders you can customize. They include:
e {host} (stands for host name or IP)
e {port}
o {database}

Scuba User Guide 11



APPENDIX B

Required Permissions

To conduct assessments, Scuba requires a number of baseline permissions in order to access the relevant aspects
of the databases it needs to assess. This document reviews permissions required by SecureSphere to conduct
assessments, and includes the following:

Supported Database Types for Assessments

Permissions for Oracle Database Assessments

Permissions for MySQL Database Assessments

Permissions for MSSQL 2005 and Higher Database Assessments
Permissions for DB2 Database Assessments

Permissions for Sybase Database Assessments

Supported Database Types for Assessments

Scuba supports five primary database types that you may want to configure manually to provide access to. These
include:

e DB2

e Oracle
e MySQL
e MSSQL
e  Sybase

Scuba User Guide 12



IMPERVA

Required Permissions

Permissions for Oracle Database Assessments

Oracle database assessments can be executed using a dedicated role that has read permissions on the relevant

database objects and a user that holds the role.

Note:

\
\ [ ]

For instructions on working with Oracle 12 and Oracle 12c, scroll down further in this
topic.

The user and role can be created using the following script:

create user imperva identified by assessment;

create role assessment role;

grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant

grant

assessment role to imperva;

Create
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select

select

session to assessment role;

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

Sys
Sys
Sys
Sys
Sys
Sys

sys

Sys.

Sys.

Sys
Sys

Sys

Sys.

Sys

Sys

Sys.
Sys.
Sys.

Sys.

Sys
Sys
Sys
Sys
Sys
Sys
Sys

Sys

Sys.
Sys.

Sys.

Sys
Sys

Sys

.registryShistory to assessment role;
.dba db links to assessment role;
.dba_objects to assessment role;

.dba priv_audit opts to assessment role;
.dba profiles to assessment role;
.dba_role privs to assessment role;
.dba roles to assessment role;

dba scheduler jobs to assessment role;
dba stmt audit opts to assessment role;
.dba_sys privs to assessment role;
.dba tab privs to assessment role;

.dba users to assessment role;

link$ to assessment role;

.profile$ to assessment role;
.profname$ to assessment role;

resource map to assessment role;
role tab privs to assessment role;
sysauth$ to assessment role;

user$ to assessment role;
.v_Scontrolfile to assessment role;
.v_Sdatabase to assessment role;
.v_Sdatafile to assessment role;
.v_$logfile to assessment role;
.v_Sparameter to assessment role;
.v_Spwfile users to assessment role;
.dba data files to assessment role;
.dba external tables to assessment role;
dba jobs to assessment role;

dba obj audit opts to assessment role;
dba source to assessment role;

.dba tables to assessment role;
.dba ts quotas to assessment role;

.v_S$log to assessment role;

Scuba User Guide
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Required Permissions IMPERVA

grant select on sys.dba registry to assessment role;

grant select on sys.v_$fixed table to assessment role;

grant select on sys.proxy users to assessment role;

grant select on sys.dba policies to assessment role;

grant select on sys.dba encrypted columns to assessment role;
grant select on sys.dba indexes to assessment role;

grant select on sys.dba ind partitions to assessment role;
grant select on sys.dba tablespaces to assessment role;

grant select on sys.dba tab partitions to assessment role;
grant select on sys.dba users with defpwd to assessment role;
grant select on sys.dba proxies to assessment role;

grant execute on sys.dbms crypto to assessment role;

grant execute on sys.utl raw to assessment role;

grant select on sys.dba constraints to assessment role;

grant select on sys.DBA FREE SPACE to assessment role;

grant select on sys.DBA SEGMENTS to assessment role;

grant select on sys.dba tab columns to assessment role;

grant select on sys.audit$ to assessment role;

grant select on SYS.default pwdS$ to assessment role;

grant select on sys.v _S$encrypted tablespaces to assessment role;
grant select on sys.V _SOPTION to assessment role;

grant select on sys.v_S$tablespace to assessment role;

grant select on sys.dba repcatlog to assessment role;

grant select on sys.dba libraries to assessment role;

grant select on sys.dba col privs to assessment role;

grant select on sys.obj$ to assessment role;

grant select on sys.objauth$ to assessment role;

Oracle 12

When working with Oracle 12 you need to additionally include the following permissions:
grant select on sys.v _$version to assessment role;

grant select on sys.audit unified policies to assessment role;
grant select on sys.audit unified enabled policies to assessment role;
grant select on sys.dba col privs to assessment role;

grant select on sys.table privilege map to assessment role;
grant select on sys.registry$sglpatch to assessment role;

grant execute on sys.dbms gopatch to assessment role;

grant select on sys.dba priv_audit opts to assessment role;
grant select on sys.dba obj audit opts to assessment role;

grant select on sys.dba proxies to assessment role;

grant select on lbacsys.dba sa audit options to assessment role;

Oracle 12c Multitenant

When working with Oracle 12c Multitenant, you need to create a new common user and common role

14 Scuba User Guide



IMPERVA

Required Permissions

create user cH#fimperva identified by assessment;

create role c##assessment role;

grant
grant
grant
grant
grant

grant

c##assessment role to cH##imperva container=all;

connect to c##assessment role container=all;

Create
select
select
select

session to c##assessment role container=all;

on sys.dba priv _audit opts to c##assessment role container=all;

on sys.dba obj audit opts to c##assessment role container=all;

on sys.dba proxies to c##assessment role container=all;

Privileges must be granted to the new common role using following syntax:

grant select on <table name> to c##assessment role container=all;

And you must grant the following permissions:

grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant

select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

container=all;

grant
grant
grant
grant
grant
grant
grant
grant

grant

select
select
select
select
select
select
select
select

select

on

on

on

on

on

on

on

on

on

SYS.
sys
sys
sys
sys
sys
sys
sys
sys
sys
sys
SysS.
sys
sys
sys
sys
sys
sys
sys
sys

sys

Sys.

Sys
Sys
Sys
Sys
Sys
Sys
Sys.
Sys.

Sys.

dba db links to c##assessment role container=all;

.v_Sparameter to ci##assessment role container=all;
.v_Sversion to c##assessment role container=all;
.v_$log to c#fassessment role container=all;
.dba tab privs to c#fassessment role container=all;
.dba role privs to c#f#assessment role container=all;
.dba users to c##assessment role container=all;
.dba sys privs to c#fassessment role container=all;
.dba tables to c#f#assessment role container=all;
.dba jobs to c##assessment role container=all;

.dba_scheduler jobs to c##assessment role container=all;

dba external tables to c##assessment role container=all;

.dba_objects to c##assessment role container=all;
.profname$ to c##assessment role container=all;

.dba profiles to c##assessment role container=all;

.dba tables to c##assessment role container=all;
.dba_repcatlog to c##assessment role container=all;

.dba users with defpwd to c##assessment role container=all;
.dba data files to c##assessment role container=all;
.dba_stmt audit opts to c##assessment role container=all;

.audit unified policies to c##assessment role container=all;

audit unified enabled policies to c##assessment role

.dba roles to c##assessment role container=all;

.dba segments to c##assessment role container=all;
.dba free space to c##assessment role container=all;
.dba tablespaces to c##assessment role container=all;
.v_Stablespace to c##assessment role container=all;

.dba col privs to c##assessment role container=all;

dba libraries to c##assessment role container=all;
user$ to c##assessment role container=all;

obj$ to c##assessment role container=all;

Scuba User Guide
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Required Permissions IMPERVA

grant select on sys.objauth$ to c##assessment role container=all;

grant select on sys.table privilege map to c##assessment role container=all;
grant select on sys.v $database to c##assessment role container=all;

grant select on sys.v_Sencrypted tablespaces to c##assessment role container=all;
grant select on sys.dba encrypted columns to c##assessment role container=all;
grant select on sys.dba tab columns to c##assessment role container=all;

grant select on sys.dba constraints to c##assessment role container=all;

grant select on sys.default pwd$ to c##assessment role container=all;

grant select on sys.v $Soption to c##assessment role container=all;

grant select on lbacsys.dba sa audit options to c##assessment role container=all;

Permissions for MySQL Database Assessments

The following object permissions are required:

CREATE USER '<user_name>'@'%' IDENTIFIED BY '<password>"';

grant select on *.* to <user name>@'3';

The reason granting a select privilege on all tables in all databases is the behavior of the INFORMATION_SCHEMA.
INFORMATION_SCHEMA provides access to database metadata. Each MySQL user has the right to access these

tables, but can see only the rows in the tables that correspond to objects for which the user has the proper access
privileges.

Permissions for MSSQL 2005 and Higher Database Assessments

Database Assessments using MSSQL 2005 can be executed using a dedicated role that has permissions on the
relevant database objects and a user that holds the role. The user and role should be created for each database in
the server instance. Then, those users are mapped to a login that is used for the assessment process.

T | Note: In the commands below, the square brackets and their contents are not variable
\ | markers but are part of the syntax of the command set.

Creating a Login

The login can be created using the following script:

CREATE LOGIN [SecureSphere login] WITH PASSWORD=N'assessmentl23!',
DEFAULT DATABASE=[master]

)
\ | Note: If the database is defined as working with complex password, the password in this example will

\ “‘ fail. In this case, you must use a complex password.
[ ]

16 Scuba User Guide



IMPERVA Required Permissions

Creating Users and Roles

The user and role for each database can be created using the following script:
CREATE SCHEMA [SecureSphere schemal]

go

CREATE USER [SecureSphere user] FOR LOGIN [SecureSphere login] WITH
DEFAULT SCHEMA=[SecureSphere schema]

go

ALTER AUTHORIZATION ON SCHEMA:: [SecureSphere schema] TO [SecureSphere user]
go

CREATE ROLE [SecureSphere role] AUTHORIZATION [SecureSphere user]

go

sp_addrolemember SecureSphere role, SecureSphere user

View Server State

When working with MSSQL 2012 Database Assessments, you additionally need to use the following script used to
View Server State.

CREATE SERVER ROLE [SecureSphere Server Role]

GO

GRANT VIEW SERVER STATE TO [SecureSphere Server Role]

GO

ALTER SERVER ROLE [SecureSphere Server Role] ADD MEMBER [SecureSphere_login}
GO

Required Permissions for MSSQL 2005 and Higher Database Assessments

There are a number of types of required permissions for MSSQL 2005 and higher assessments. They include:
Required Login Permissions for MSSQL 2005 and Higher

Required Permissions on Any Database on MSSQL 2005 and Higher

Required Permissions on 'msdb' Database on MSSQL 2005 and Higher
Required Permissions on 'master' database on MSSQL 2005 and Higher

Required Login Permissions for MSSQL 2005 and Higher

The following permission is required in order to be able to view the metadata of all objects in the server instance:
grant VIEW ANY DEFINITION to SecureSphere login

An alternative can be to manually grant view definition on all server and database objects, but this approach is not
scalable since permission need to be maintained over time.

The function is executed during the assessment process and requires the following permission:
grant ALTER TRACE to SecureSphere login

Scuba User Guide 17



Required Permissions IMPERVA

Required Permissions on Any Database on MSSQL 2005 and Higher

The following permissions are required on any database:

grant select on dbo.sysobjects to SecureSphere role

grant select on dbo.sysprotects to SecureSphere role

grant select on dbo.sysusers to SecureSphere role

grant select on sys.asymmetric keys to SecureSphere role
grant select on sys.database files to SecureSphere role

grant select on sys.database permissions to SecureSphere role
grant select on sys.database principals to SecureSphere role
grant select on sys.database role members to SecureSphere role
grant select on sys.key encryptions to SecureSphere role
grant select on sys.objects to SecureSphere role

grant select on sys.procedures to SecureSphere role

grant select on sys.schemas to SecureSphere role

grant select on sys.sgl modules to SecureSphere role

grant select on sys.symmetric keys to SecureSphere role

grant select on sys.system objects to SecureSphere role

Required Permissions on 'msdb' Database on MSSQL 2005 and Higher

In addition to the permissions required for any database, the following permissions are required on the 'msdb'
database:

grant select on msdb.dbo.sysjobs to SecureSphere role

grant select on msdb.dbo.sysproxies to SecureSphere role

grant select on msdb.dbo.sysproxysubsystem to SecureSphere role

grant select on msdb.dbo.sysjobhistory to SecureSphere role

grant select on msdb.dbo.syssubsystems to SecureSphere role

grant execute on msdb.dbo.sp enum login for proxy to SecureSphere role

grant execute on msdb.dbo.sp enum proxy for subsystem to SecureSphere role

18 Scuba User Guide



IMPERVA Required Permissions

Required Permissions on 'master' database on MSSQL 2005 and Higher

In addition to the permissions required for any database, the following permissions are needed on the 'master’
database:

grant select on INFORMATION SCHEMA.COLUMNS to SecureSphere role
grant select on INFORMATION SCHEMA.TABLE PRIVILEGES to SecureSphere role
grant select on sys.configurations to SecureSphere role

grant select on sys.credentials to SecureSphere role

grant select on sys.databases to SecureSphere role

grant select on sys.fn trace geteventinfo to SecureSphere role
grant select on sys.fn trace getinfo to SecureSphere role

grant select on sys.linked logins to SecureSphere role

grant select on sys.master files to SecureSphere role

grant select on sys.master key passwords to SecureSphere role
grant select on sys.server permissions to SecureSphere role

grant select on sys.server principals to SecureSphere role

grant select on sys.server role members to SecureSphere role

grant select on sys.servers to SecureSphere role

grant select on sys.service broker endpoints to SecureSphere role
grant select on sys.soap_endpoints to SecureSphere role

grant select on sys.sqgl logins to SecureSphere role

grant select on dbo.spt values to SecureSphere role

grant select on dbo.sysconfigures to SecureSphere role

grant select on dbo.syscurconfigs to SecureSphere role

grant select on dbo.sysdatabases to SecureSphere role

grant select on dbo.syslogins to SecureSphere role

grant select on INFORMATION SCHEMA.SCHEMATA to SecureSphere role
grant execute on sys.fn isrolemember to SecureSphere role

grant execute on sys.sp dbfixedrolepermission to SecureSphere role
grant execute on sys.sp executesqgl to SecureSphere role

grant execute on sys.sp get distributor to SecureSphere role

grant execute on sys.sp helpdbfixedrole to SecureSphere role

grant execute on sys.sp helpreplicationdboption to SecureSphere role
grant execute on sys.sp helprolemember to SecureSphere role

grant execute on sys.sp helprotect to SecureSphere role

grant execute on sys.sp helpsrvrolemember to SecureSphere role
grant execute on sys.sp helpuser to SecureSphere role

grant execute on sys.sp server info to SecureSphere role

grant execute on sys.xp loginconfig to SecureSphere role
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Permissions for DB2 Database Assessments

User authentication in DB2 is managed using an external mechanism (for example an OS), with authorization being
managed internally. The examples in this document used with DB2 databases integrate a user that has been
created in the external mechanism and lists the user permissions needed to perform various tasks.

While assuming the database user accessing the database for assessment is named "ASSESS", the following
permissions are needed:

CONNECT ON DATABASE TO USER ASSESS
EXECUTE ON FUNCTION SYSPROC.ENV GET INST INFO TO USER ASSESS

GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT

SELECT
SELECT
SELECT
SELECT
SELECT
SELECT
SELECT
SELECT
SELECT
SELECT
SELECT
SELECT
SELECT
SELECT
SELECT
SELECT
SELECT
SELECT
SELECT
SELECT
SELECT
SELECT
SELECT
SELECT
SELECT
SELECT
SELECT
SELECT
SELECT
SELECT
SELECT
SELECT
SELECT
SELECT
SELECT
SELECT

ON
ON
ON
ON
ON
ON
ON
ON
ON
ON
ON
ON
ON
ON
ON
ON
ON
ON
ON
ON
ON
ON
ON
ON
ON
ON
ON
ON
ON
ON
ON
ON
ON
ON
ON
ON

SYSIBM.SYSTABAUTH TO USER ASSESS
SYSIBM.SYSCOLAUTH TO USER ASSESS
SYSIBM.SYSDBAUTH TO USER ASSESS
SYSIBMADM.DBMCFG TO USER ASSESS
SYSIBMADM.DBCFG TO USER ASSESS
SYSIBM.SYSDBAUTH TO USER ASSESS
SYSCAT.PACKAGEAUTH TO USER ASSESS
SYSCAT.TBSPACEAUTH TO USER ASSESS
SYSCAT.DBAUTH TO USER ASSESS
SYSCAT.SEQUENCEAUTH TO USER ASSESS
SYSCAT.INDEXAUTH TO USER ASSESS
SYSCAT.TABLES TO USER ASSESS
SYSIBM.SYSSCHEMAAUTH TO USER ASSESS
SYSIBM.SYSTABAUTH TO USER ASSESS
SYSCAT.LIBRARYAUTH TO USER ASSESS
SYSCAT.TABAUTH TO USER ASSESS
SYSIBM.SYSROUTINEAUTH TO USER ASSESS
SYSCAT.SCHEMATA TO USER ASSESS
SYSIBM.ROUTINES TO USER ASSESS
SYSCAT.INDEXES TO USER ASSESS
SYSCAT.SCHEMAAUTH TO USER ASSESS
SYSCAT.PACKAGES TO USER ASSESS
SYSCAT.VIEWS TO USER ASSESS
SYSCAT.TRIGGERS TO USER ASSESS
SYSCAT.PASSTHRUAUTH TO USER ASSESS
SYSCAT.ROUTINEAUTH TO USER ASSESS
SYSCAT.TABLESPACES TO USER ASSESS
SYSCAT.SEQUENCES TO USER ASSESS
SYSCAT.ROUTINES TO USER ASSESS
SYSCAT.INDEXES TO USER ASSESS
SYSCAT.PACKAGES TO USER ASSESS
SYSCAT.SCHEMATA TO USER ASSESS
SYSCAT.TRIGGERS TO USER ASSESS
SYSCAT.TABLES TO USER ASSESS
SYSCAT.VIEWS TO USER ASSESS
SYSCAT.ROUTINES TO USER ASSESS

20
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Permissions for Sybase Database Assessments

Sybase database assessments can be executed using a dedicated group that has permissions on the relevant
database objects and a user that holds the group. The user and group should be created for each database in the
server instance. Finally, those users are mapped to a login that is used for the assessment process.

Note that several Assessments execute stored procedures can only be accessed by members of the server role
'sso_role'. The rest of the assessments can be executed using the permissions given below.

The following Assessments can be executed only if the login holds the 'sso_role':
e Default Account Set to SA

e  Login Auditing Options not Set to ON

e Disk Auditing Options Set to other than ON

e Logout Auditing Option Set to other than ON

e Failed Logins Attempts

In addition, new databases added to the server instance won't be inspected until permissions are manually
modified. This can also be avoided by using "sso_role".

Creating Login
The login can be created using the following script:
exec sp addlogin 'SecureSphere login', 'assessmentl', @defdb = 'master'

Creating Users and Groups

The user and group for each database can be created using the following script:
exec sp_ addgroup 'SecureSphere group'

go

exec sp_adduser 'SecureSphere login' , 'SecureSphere user' ,6 'SecureSphere group'

Required Permissions for Sybase

There are a number of types of required permissions for Sybase assessments. They include:

Required Permissions on Any Database for Sybase

Required Permissions on 'master' database for Sybase
Required Permissions on 'sybsystemprocs' database for Sybase
Required Permissions on 'sybsecurity' database for Sybase
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Required Permissions on Any Database for Sybase

The following permissions are required on any database:

grant select on dbo.sysusers to SecureSphere group
grant select on dbo.sysobjects to SecureSphere group
grant select on dbo.sysprotects to SecureSphere group
grant select on dbo.syscomments to SecureSphere group

grant select on dbo.sysalternates to SecureSphere group

Required Permissions on 'master' database for Sybase

In addition to the permissions required for any database, the following permissions are required on the 'master’
database:

grant select on master.dbo.spt limit types to SecureSphere group
grant select on master.dbo.spt values to SecureSphere group

grant select on master.dbo.sysattributes to SecureSphere group
grant select on master.dbo.sysconfigures to SecureSphere group
grant select on master.dbo.syscurconfigs to SecureSphere group
grant select on master.dbo.sysdatabases to SecureSphere group
grant select on master.dbo.sysloginroles to SecureSphere group
grant select on master.dbo.syslogins to SecureSphere group

grant select on master.dbo.sysremotelogins to SecureSphere group
grant select on master.dbo.sysresourcelimits to SecureSphere group
grant select on master.dbo.sysroles to SecureSphere group

grant select on master.dbo.sysroles to SecureSphere group

grant select on master.dbo.sysservers to SecureSphere group

grant select on master.dbo.syssrvroles to SecureSphere group

Required Permissions on 'sybsystemprocs' database for Sybase

In addition to the permissions required for any database, the following permissions are required on the
'sybsystemprocs' database:

grant execute on sybsystemprocs.dbo.sp loginconfig to SecureSphere group

¥ )
|
\ | Note: This permission should be granted only when Sybase is installed on Windows.

[ ]

Required Permissions on 'sybsecurity' database for Sybase

In addition to the permissions required for any database, the following permissions are required on the
'sybsecurity' database:

grant select on dbo.systhresholds to SecureSphere group

grant select on dbo.syssegments to SecureSphere group
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Attribution List

Scuba software contains the following:

Angular JS 1.5.8
The MIT License
Copyright (c) 2010-2016 Google, Inc. http://angularjs.org

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated
documentation files (the "Software"), to deal in the Software without restriction, including without limitation the
rights to use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of the Software, and to permit
persons to whom the Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions of the
Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT
NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM,
DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.
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Apache Commons CSV 1.1
Copyright 2005-2014 The Apache Software Foundation
This product includes software developed at The Apache Software Foundation (http://www.apache.org/).

Apache License
Version 2.0, January 2004

http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
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1. Definitions.

"License" shall mean the terms and conditions for use, reproduction, and distribution as defined by Sections 1
through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all other entities that control, are controlled by, or are
under common control with that entity. For the purposes of this definition,

"control" means (i) the power, direct or indirect, to cause the direction or management of such entity, whether by
contract or otherwise, or (ii) ownership of fifty percent (50%) or more of the outstanding shares, or (iii) beneficial
ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity exercising permissions granted by this License.

"Source" form shall mean the preferred form for making modifications, including but not limited to software source
code, documentation source, and configuration files.

"Object" form shall mean any form resulting from mechanical transformation or translation of a Source form,
including but not limited to compiled object code, generated documentation, and conversions to other media
types.

"Work" shall mean the work of authorship, whether in Source or Object form, made available under the License, as
indicated by a copyright notice that is included in or attached to the work (an example is provided in the Appendix
below).

"Derivative Works" shall mean any work, whether in Source or Object form, that is based on (or derived from) the
Work and for which the editorial revisions, annotations, elaborations, or other modifications represent, as a whole,
an original work of authorship. For the purposes of this License, Derivative Works shall not include works that
remain separable from, or merely link (or bind by name) to the interfaces of, the Work and Derivative Works
thereof.

"Contribution" shall mean any work of authorship, including the original version of the Work and any modifications
or additions to that Work or Derivative Works thereof, that is intentionally submitted to Licensor for inclusion in
the Work by the copyright owner or by an individual or Legal Entity authorized to submit on behalf of the copyright
owner. For the purposes of this definition, "submitted" means any form of electronic, verbal, or written
communication sent to the Licensor or its representatives, including but not limited to communication on
electronic mailing lists, source code control systems, and issue tracking systems that are managed by, or on behalf
of, the Licensor for the purpose of discussing and improving the Work, but excluding communication that is
conspicuously marked or otherwise designated in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity on behalf of whom a Contribution has been
received by Licensor and subsequently incorporated within the Work.

Scuba User Guide 25



Attribution List IMPERVA

2. Grant of Copyright License. Subject to the terms and conditions of this License, each Contributor hereby grants to
You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable copyright license to reproduce,
prepare Derivative Works of, publicly display, publicly perform, sublicense, and distribute the Work and such
Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of this License, each Contributor hereby grants to
You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable (except as stated in this section)
patent license to make, have made, use, offer to sell, sell, import, and otherwise transfer the Work, where such
license applies only to those patent claims licensable by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution(s) with the Work to which such Contribution(s) was
submitted. If You institute patent litigation against any entity (including a cross-claim or counterclaim in a lawsuit)
alleging that the Work or a Contribution incorporated within the Work constitutes direct or contributory patent
infringement, then any patent licenses granted to You under this License for that Work shall terminate as of the
date such litigation is filed.

4. Redistribution. You may reproduce and distribute copies of the Work or Derivative Works thereof in any
medium, with or without modifications, and in Source or Object form, provided that You meet the following
conditions:

(a) You must give any other recipients of the Work or Derivative Works a copy of this License; and

(b) You must cause any modified files to carry prominent notices stating that You changed the files; and

(c) You must retain, in the Source form of any Derivative Works that You distribute, all copyright, patent,
trademark, and attribution notices from the Source form of the Work, excluding those notices that do not pertain
to any part of the Derivative Works; and

(d) If the Work includes a "NOTICE" text file as part of its distribution, then any Derivative Works that You
distribute must include a readable copy of the attribution notices contained within such NOTICE file, excluding
those notices that do not pertain to any part of the Derivative Works, in at least one of the following places: within
a NOTICE text file distributed as part of the Derivative Works; within the Source form or documentation, if provided
along with the Derivative Works; or, within a display generated by the Derivative Works, if and wherever such
third-party notices normally appear. The contents of the NOTICE file are for informational purposes only and do not
modify the License. You may add Your own attribution notices within Derivative Works that You distribute,
alongside or as an addendum to the NOTICE text from the Work, provided that such additional attribution notices
cannot be construed as modifying the License.

You may add Your own copyright statement to Your modifications and may provide additional or different
license terms and conditions for use, reproduction, or distribution of Your modifications, or for any such Derivative
Works as a whole, provided Your use, reproduction, and distribution of the Work otherwise complies with the
conditions stated in this License.
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5. Submission of Contributions. Unless You explicitly state otherwise, any Contribution intentionally submitted
for inclusion in the Work by You to the Licensor shall be under the terms and conditions of this License, without any
additional terms or conditions. Notwithstanding the above, nothing herein shall supersede or modify the terms of
any separate license agreement you may have executed with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade names, trademarks, service marks, or
product names of the Licensor, except as required for reasonable and customary use in describing the origin of the
Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or agreed to in writing, Licensor provides the Work
(and each Contributor provides its Contributions) on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF
ANY KIND, either express or implied, including, without limitation, any warranties or conditions of TITLE,
NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A PARTICULAR PURPOSE. You are solely responsible for
determining the appropriateness of using or redistributing the Work and assume any risks associated with Your
exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory, whether in tort (including negligence), contract,
or otherwise, unless required by applicable law (such as deliberate and grossly negligent acts) or agreed to in
writing, shall any Contributor be liable to You for damages, including any direct, indirect, special, incidental, or
consequential damages of any character arising as a result of this License or out of the use or inability to use the
Work (including but not limited to damages for loss of goodwill, work stoppage, computer failure or malfunction, or
any and all other commercial damages or losses), even if such Contributor has been advised of the possibility of
such damages.

9. Accepting Warranty or Additional Liability. While redistributing the Work or Derivative Works thereof, You
may choose to offer, and charge a fee for, acceptance of support, warranty, indemnity, or other liability obligations
and/or rights consistent with this License. However, in accepting such obligations, You may act only on Your own
behalf and on Your sole responsibility, not on behalf of any other Contributor, and only if You agree to indemnify,
defend, and hold each Contributor harmless for any liability incurred by, or claims asserted against, such
Contributor by reason of your accepting any such warranty or additional liability.
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END OF TERMS AND CONDITIONS

APPENDIX: How to apply the Apache License to your work.

To apply the Apache License to your work, attach the following boilerplate notice, with the fields enclosed by
brackets "[]" replaced with your own identifying information. (Don't include the brackets!) The text should be
enclosed in the appropriate comment syntax for the file format. We also recommend that a file or class name and
description of purpose be included on the same "printed page" as the copyright notice for easier identification
within third-party archives.

Copyright [yyyy] [name of copyright owner]

Licensed under the Apache License, Version 2.0 (the "License"); you may not use this file except in compliance with
the License. You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed under the License is distributed on
an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied. See the License
for the specific language governing permissions and limitations under the License.

DB2 JCC-v4.21
Runtime Modules of
DB2 Universal Database JDBC Type-4 Driver

© Copyright IBM Corporation 2004
All Rights Reserved

The Program is made available at no charge
The Money-Back Guarantee has no applicability

This license serves as a Proof of entitlement (PoE) for this Program.

D/N: GC18-9428001
P/N: L-DLHD-67FT35
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DB2 JTOpen is licensed under the IBM Public License Version 1.0

IBM Public License Version 1.0

THE ACCOMPANYING PROGRAM IS PROVIDED UNDER THE TERMS OF THIS IBM PUBLIC LICENSE ("AGREEMENT").
ANY USE, REPRODUCTION OR DISTRIBUTION OF THE PROGRAM CONSTITUTES RECIPIENT'S ACCEPTANCE OF THIS
AGREEMENT.

1. DEFINITIONS

"Contribution" means:

a) in the case of International Business Machines Corporation ("IBM"), the Original Program, and
b) in the case of each Contributor,

i) changes to the Program, and

ii) additions to the Program;

where such changes and/or additions to the Program originate from and are distributed by that particular
Contributor. A Contribution 'originates' from a Contributor if it was added to the Program by such Contributor itself
or anyone acting on such Contributor's behalf. Contributions do not include additions to the Program which: (i) are
separate modules of software distributed in conjunction with the Program under their own license agreement, and
(i) are not derivative works of the Program.

"Contributor" means IBM and any other entity that distributes the Program.

"Licensed Patents " mean patent claims licensable by a Contributor which are necessarily infringed by the use or
sale of its Contribution alone or when combined with the Program.

"Original Program" means the original version of the software accompanying this Agreement as released by IBM,
including source code, object code and documentation, if any.

"Program" means the Original Program and Contributions.

"Recipient" means anyone who receives the Program under this Agreement, including all Contributors.
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2. GRANT OF RIGHTS

a) Subject to the terms of this Agreement, each Contributor hereby grants Recipient a non-exclusive, worldwide,
royalty-free copyright license to reproduce, prepare derivative works of, publicly display, publicly perform,
distribute and sublicense the Contribution of such Contributor, if any, and such derivative works, in source code
and object code form.

b) Subject to the terms of this Agreement, each Contributor hereby grants Recipient a non-exclusive, worldwide,
royalty-free patent license under Licensed Patents to make, use, sell, offer to sell, import and otherwise transfer
the Contribution of such Contributor, if any, in source code and object code form. This patent license shall apply to
the combination of the Contribution and the Program if, at the time the Contribution is added by the Contributor,
such addition of the Contribution causes such combination to be covered by the Licensed Patents. The patent
license shall not apply to any other combinations which include the Contribution. No hardware per se is licensed
hereunder.

c) Recipient understands that although each Contributor grants the licenses to its Contributions set forth herein, no
assurances are provided by any Contributor that the Program does not infringe the patent or other intellectual
property rights of any other entity. Each Contributor disclaims any liability to Recipient for claims brought by any
other entity based on infringement of intellectual property rights or otherwise. As a condition to exercising the
rights and licenses granted hereunder, each Recipient hereby assumes sole responsibility to secure any other
intellectual property rights needed, if any. For example, if a third party patent license is required to allow Recipient
to distribute the Program, it is Recipient's responsibility to acquire that license before distributing the Program.

d) Each Contributor represents that to its knowledge it has sufficient copyright rights in its Contribution, if any, to
grant the copyright license set forth in this Agreement.

3. REQUIREMENTS

A Contributor may choose to distribute the Program in object code form under its own license agreement, provided
that:

a) it complies with the terms and conditions of this Agreement; and
b) its license agreement:

i) effectively disclaims on behalf of all Contributors all warranties and conditions, express and implied, including
warranties or conditions of title and non-infringement, and implied warranties or conditions of merchantability and
fitness for a particular purpose;

ii) effectively excludes on behalf of all Contributors all liability for damages, including direct, indirect, special,
incidental and consequential damages, such as lost profits;

iii) states that any provisions which differ from this Agreement are offered by that Contributor alone and not by any
other party; and

iv) states that source code for the Program is available from such Contributor, and informs licensees how to obtain
it in a reasonable manner on or through a medium customarily used for software exchange.

When the Program is made available in source code form:

a) it must be made available under this Agreement; and

b) a copy of this Agreement must be included with each copy of the Program.

Each Contributor must include the following in a conspicuous location in the Program:

Copyright © {date here}, International Business Machines Corporation and others. All Rights Reserved.

In addition, each Contributor must identify itself as the originator of its Contribution, if any, in a manner that
reasonably allows subsequent Recipients to identify the originator of the Contribution.
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4. COMMERCIAL DISTRIBUTION

Commercial distributors of software may accept certain responsibilities with respect to end users, business
partners and the like. While this license is intended to facilitate the commercial use of the Program, the Contributor
who includes the Program in a commercial product offering should do so in a manner which does not create
potential liability for other Contributors. Therefore, if a Contributor includes the Program in a commercial product
offering, such Contributor ("Commercial Contributor") hereby agrees to defend and indemnify every other
Contributor ("Indemnified Contributor") against any losses, damages and costs (collectively "Losses") arising from
claims, lawsuits and other legal actions brought by a third party against the Indemnified Contributor to the extent
caused by the acts or omissions of such Commercial Contributor in connection with its distribution of the Program
in a commercial product offering. The obligations in this section do not apply to any claims or Losses relating to any
actual or alleged intellectual property infringement. In order to qualify, an Indemnified Contributor must: a)
promptly notify the Commercial Contributor in writing of such claim, and b) allow the Commercial Contributor to
control, and cooperate with the Commercial Contributor in, the defense and any related settlement negotiations.
The Indemnified Contributor may participate in any such claim at its own expense.

For example, a Contributor might include the Program in a commercial product offering, Product X. That
Contributor is then a Commercial Contributor. If that Commercial Contributor then makes performance claims, or
offers warranties related to Product X, those performance claims and warranties are such Commercial
Contributor's responsibility alone. Under this section, the Commercial Contributor would have to defend claims
against the other Contributors related to those performance claims and warranties, and if a court requires any
other Contributor to pay any damages as a result, the Commercial Contributor must pay those damages.

5. NO WARRANTY

EXCEPT AS EXPRESSLY SET FORTH IN THIS AGREEMENT, THE PROGRAM IS PROVIDED ON AN "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, EITHER EXPRESS OR IMPLIED INCLUDING, WITHOUT
LIMITATION, ANY WARRANTIES OR CONDITIONS OF TITLE, NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS
FOR A PARTICULAR PURPOSE. Each Recipient is solely responsible for determining the appropriateness of using and
distributing the Program and assumes all risks associated with its exercise of rights under this Agreement, including
but not limited to the risks and costs of program errors, compliance with applicable laws, damage to or loss of data,
programs or equipment, and unavailability or interruption of operations.

6. DISCLAIMER OF LIABILITY

EXCEPT AS EXPRESSLY SET FORTH IN THIS AGREEMENT, NEITHER RECIPIENT NOR ANY CONTRIBUTORS SHALL HAVE
ANY LIABILITY FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING WITHOUT LIMITATION LOST PROFITS), HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY
WAY OUT OF THE USE OR DISTRIBUTION OF THE PROGRAM OR THE EXERCISE OF ANY RIGHTS GRANTED
HEREUNDER, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.
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7. GENERAL

If any provision of this Agreement is invalid or unenforceable under applicable law, it shall not affect the validity or
enforceability of the remainder of the terms of this Agreement, and without further action by the parties hereto,
such provision shall be reformed to the minimum extent necessary to make such provision valid and enforceable.

If Recipient institutes patent litigation against a Contributor with respect to a patent applicable to software
(including a cross-claim or counterclaim in a lawsuit), then any patent licenses granted by that Contributor to such
Recipient under this Agreement shall terminate as of the date such litigation is filed. In addition, If Recipient
institutes patent litigation against any entity (including a cross-claim or counterclaim in a lawsuit) alleging that the
Program itself (excluding combinations of the Program with other software or hardware) infringes such Recipient's
patent(s), then such Recipient's rights granted under Section 2(b) shall terminate as of the date such litigation is
filed.

All Recipient's rights under this Agreement shall terminate if it fails to comply with any of the material terms or
conditions of this Agreement and does not cure such failure in a reasonable period of time after becoming aware of
such noncompliance. If all Recipient's rights under this Agreement terminate, Recipient agrees to cease use and
distribution of the Program as soon as reasonably practicable. However, Recipient's obligations under this
Agreement and any licenses granted by Recipient relating to the Program shall continue and survive.

IBM may publish new versions (including revisions) of this Agreement from time to time. Each new version of the
Agreement will be given a distinguishing version number. The Program (including Contributions) may always be
distributed subject to the version of the Agreement under which it was received. In addition, after a new version of
the Agreement is published, Contributor may elect to distribute the Program (including its Contributions) under the
new version. No one other than IBM has the right to modify this Agreement. Except as expressly stated in Sections
2(a) and 2(b) above, Recipient receives no rights or licenses to the intellectual property of any Contributor under
this Agreement, whether expressly, by implication, estoppel or otherwise. All rights in the Program not expressly
granted under this Agreement are reserved.

This Agreement is governed by the laws of the State of New York and the intellectual property laws of
the United States of America. No party to this Agreement will bring a legal action under this Agreement
more than one year after the cause of action arose. Each party waives its rights to a jury trial in any
resulting litigation.
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Font Awesome v4.6.3

Copyright (c) Dave Gandy

Licenses:

Applies to all desktop and webfont files in the following directory: font-awesome/fonts/.
License: SILOFL 1.1  http://scripts.sil.org/OFL

SIL OPEN FONT LICENSE Version 1.1 - 26 February 2007

PREAMBLE

The goals of the Open Font License (OFL) are to stimulate worldwide development of collaborative font projects, to
support the font creation efforts of academic and linguistic communities, and to provide a free and open
framework in which fonts may be shared and improved in partnership with others. The OFL allows the licensed
fonts to be used, studied, modified and redistributed freely as long as they are not sold by themselves. The fonts,
including any derivative works, can be bundled, embedded, redistributed and/or sold with any software provided
that any reserved names are not used by derivative works. The fonts and derivatives, however, cannot be released
under any other type of license. The requirement for fonts to remain under this license does not apply to any
document created using the fonts or their derivatives.

DEFINITIONS

"Font Software" refers to the set of files released by the Copyright Holder(s) under this license and clearly marked
as such. This may include source files, build scripts and documentation.

"Reserved Font Name" refers to any names specified as such after the copyright statement(s).
"Original Version" refers to the collection of Font Software components as distributed by the Copyright Holder(s).

"Modified Version" refers to any derivative made by adding to, deleting, or substituting — in part or in whole —
any of the components of the Original Version, by changing formats or by porting the Font Software to a new
environment.

"Author" refers to any designer, engineer, programmer, technical writer or other person who contributed to the
Font Software.

PERMISSION & CONDITIONS

Permission is hereby granted, free of charge, to any person obtaining a copy of the Font Software, to use, study,
copy, merge, embed, modify, redistribute, and sell modified and unmodified copies of the Font Software, subject to
the following conditions:

1) Neither the Font Software nor any of its individual components, in Original or Modified Versions, may be sold by
itself.

2) Original or Modified Versions of the Font Software may be bundled, redistributed and/or sold with any software,
provided that each copy contains the above copyright notice and this license. These can be included either as
stand-alone text files, human-readable headers or in the appropriate machine-readable metadata fields within text
or binary files as long as those fields can be easily viewed by the user.

3) No Modified Version of the Font Software may use the Reserved Font Name(s) unless explicit written permission
is granted by the corresponding Copyright Holder. This restriction only applies to the primary font name as
presented to the users.

4) The name(s) of the Copyright Holder(s) or the Author(s) of the Font Software shall not be used to promote,
endorse or advertise any Modified Version, except to acknowledge the contribution(s) of the Copyright Holder(s)
and the Author(s) or with their explicit written permission.
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5) The Font Software, modified or unmodified, in part or in whole, must be distributed entirely under this license,
and must not be distributed under any other license. The requirement for fonts to remain under this license does
not apply to any document created using the Font Software.

TERMINATION

This license becomes null and void if any of the above conditions are not met.

DISCLAIMER

THE FONT SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING
BUT NOT LIMITED TO ANY WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT OF COPYRIGHT, PATENT, TRADEMARK, OR OTHER RIGHT. IN NO EVENT SHALL THE COPYRIGHT
HOLDER BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, INCLUDING ANY GENERAL, SPECIAL, INDIRECT,
INCIDENTAL, OR CONSEQUENTIAL DAMAGES, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE,
ARISING FROM, OUT OF THE USE OR INABILITY TO USE THE FONT SOFTWARE OR FROM OTHER DEALINGS IN THE
FONT SOFTWARE.

Code License

Applies to all CSS and LESS files in the following directories: font-awesome/css/, font-awesome/less/, and
font-awesome/scss/.

MIT License

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated
documentation files (the "Software"), to deal in the Software without restriction, including without limitation the
rights to use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of the Software, and to permit
persons to whom the Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions of the
Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT
NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM,
DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

Documentation License

Applies to all Font Awesome project files that are not a part of the Font or Code licenses.
License: CCBY 3.0

URL: http://creativecommons.org/licenses/by/3.0/

Creative Commons Attribution License 3.0

CREATIVE COMMONS CORPORATION IS NOT A LAW FIRM AND DOES NOT PROVIDE LEGAL SERVICES. DISTRIBUTION
OF THIS LICENSE DOES NOT CREATE AN ATTORNEY-CLIENT RELATIONSHIP. CREATIVE COMMONS PROVIDES THIS
INFORMATION ON AN "AS-IS" BASIS. CREATIVE COMMONS MAKES NO WARRANTIES REGARDING THE
INFORMATION PROVIDED, AND DISCLAIMS LIABILITY FOR DAMAGES RESULTING FROM ITS USE.

License
THE WORK (AS DEFINED BELOW) IS PROVIDED UNDER THE TERMS OF THIS CREATIVE COMMONS PUBLIC LICENSE

("CCPL" OR "LICENSE"). THE WORK IS PROTECTED BY COPYRIGHT AND/OR OTHER APPLICABLE LAW. ANY USE OF
THE WORK OTHER THAN AS AUTHORIZED UNDER THIS LICENSE OR COPYRIGHT LAW IS PROHIBITED.
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BY EXERCISING ANY RIGHTS TO THE WORK PROVIDED HERE, YOU ACCEPT AND AGREE TO BE BOUND BY THE TERMS
OF THIS LICENSE. TO THE EXTENT THIS LICENSE MAY BE CONSIDERED TO BE A CONTRACT, THE LICENSOR GRANTS
YOU THE RIGHTS CONTAINED HERE IN CONSIDERATION OF YOUR ACCEPTANCE OF SUCH TERMS AND CONDITIONS.

1. Definitions

"Adaptation" means a work based upon the Work, or upon the Work and other pre-existing works, such as a
translation, adaptation, derivative work, arrangement of music or other alterations of a literary or artistic work, or
phonogram or performance and includes cinematographic adaptations or any other form in which the Work may
be recast, transformed, or adapted including in any form recognizably derived from the original, except that a work
that constitutes a Collection will not be considered an Adaptation for the purpose of this License. For the avoidance
of doubt, where the Work is a musical work, performance or phonogram, the synchronization of the Work in
timed-relation with a moving image ("synching") will be considered an Adaptation for the purpose of this License.

"Collection" means a collection of literary or artistic works, such as encyclopedias and anthologies, or
performances, phonograms or broadcasts, or other works or subject matter other than works listed in Section 1(f)
below, which, by reason of the selection and arrangement of their contents, constitute intellectual creations, in
which the Work is included in its entirety in unmodified form along with one or more other contributions, each
constituting separate and independent works in themselves, which together are assembled into a collective whole.
A work that constitutes a Collection will not be considered an Adaptation (as defined above) for the purposes of
this License.

"Distribute" means to make available to the public the original and copies of the Work or Adaptation, as
appropriate, through sale or other transfer of ownership.

"Licensor" means the individual, individuals, entity or entities that offer(s) the Work under the terms of this
License.

"Original Author" means, in the case of a literary or artistic work, the individual, individuals, entity or entities who
created the Work or if no individual or entity can be identified, the publisher; and in addition (i) in the case of a
performance the actors, singers, musicians, dancers, and other persons who act, sing, deliver, declaim, play in,
interpret or otherwise perform literary or artistic works or expressions of folklore; (ii) in the case of a phonogram
the producer being the person or legal entity who first fixes the sounds of a performance or other sounds; and, (iii)
in the case of broadcasts, the organization that transmits the broadcast.

"Work" means the literary and/or artistic work offered under the terms of this License including without limitation
any production in the literary, scientific and artistic domain, whatever may be the mode or form of its expression
including digital form, such as a book, pamphlet and other writing; a lecture, address, sermon or other work of the
same nature; a dramatic or dramatico-musical work; a choreographic work or entertainment in dumb show; a
musical composition with or without words; a cinematographic work to which are assimilated works expressed by a
process analogous to cinematography; a work of drawing, painting, architecture, sculpture, engraving or
lithography; a photographic work to which are assimilated works expressed by a process analogous to
photography; a work of applied art; an illustration, map, plan, sketch or three-dimensional work relative to
geography, topography, architecture or science; a performance; a broadcast; a phonogram; a compilation of data
to the extent it is protected as a copyrightable work; or a work performed by a variety or circus performer to the
extent it is not otherwise considered a literary or artistic work.

"You" means an individual or entity exercising rights under this License who has not previously violated the terms
of this License with respect to the Work, or who has received express permission from the Licensor to exercise
rights under this License despite a previous violation.

"Publicly Perform" means to perform public recitations of the Work and to communicate to the public those public
recitations, by any means or process, including by wire or wireless means or public digital performances; to make
available to the public Works in such a way that members of the public may access these Works from a place and at
a place individually chosen by them; to perform the Work to the public by any means or process and the
communication to the public of the performances of the Work, including by public digital performance; to
broadcast and rebroadcast the Work by any means including signs, sounds or images.
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"Reproduce" means to make copies of the Work by any means including without limitation by sound or visual
recordings and the right of fixation and reproducing fixations of the Work, including storage of a protected
performance or phonogram in digital form or other electronic medium.

2. Fair Dealing Rights. Nothing in this License is intended to reduce, limit, or restrict any uses free from copyright or
rights arising from limitations or exceptions that are provided for in connection with the copyright protection under
copyright law or other applicable laws.

3. License Grant. Subject to the terms and conditions of this License, Licensor hereby grants You a worldwide,
royalty-free, non-exclusive, perpetual (for the duration of the applicable copyright) license to exercise the rights in
the Work as stated below:

to Reproduce the Work, to incorporate the Work into one or more Collections, and to Reproduce the Work as
incorporated in the Collections;

to create and Reproduce Adaptations provided that any such Adaptation, including any translation in any medium,
takes reasonable steps to clearly label, demarcate or otherwise identify that changes were made to the original
Work. For example, a translation could be marked "The original work was translated from English to Spanish," or a
modification could indicate "The original work has been modified.";

to Distribute and Publicly Perform the Work including as incorporated in Collections; and,

to Distribute and Publicly Perform Adaptations.

For the avoidance of doubt:

Non-waivable Compulsory License Schemes. In those jurisdictions in which the right to collect royalties through any
statutory or compulsory licensing scheme cannot be waived, the Licensor reserves the exclusive right to collect
such royalties for any exercise by You of the rights granted under this License;

Waivable Compulsory License Schemes. In those jurisdictions in which the right to collect royalties through any
statutory or compulsory licensing scheme can be waived, the Licensor waives the exclusive right to collect such
royalties for any exercise by You of the rights granted under this License; and,

Voluntary License Schemes. The Licensor waives the right to collect royalties, whether individually or, in the event
that the Licensor is a member of a collecting society that administers voluntary licensing schemes, via that society,
from any exercise by You of the rights granted under this License.

The above rights may be exercised in all media and formats whether now known or hereafter devised. The above
rights include the right to make such modifications as are technically necessary to exercise the rights in other media
and formats. Subject to Section 8(f), all rights not expressly granted by Licensor are hereby reserved.

4. Restrictions. The license granted in Section 3 above is expressly made subject to and limited by the following
restrictions:

You may Distribute or Publicly Perform the Work only under the terms of this License. You must include a copy of,
or the Uniform Resource Identifier (URI) for, this License with every copy of the Work You Distribute or Publicly
Perform. You may not offer or impose any terms on the Work that restrict the terms of this License or the ability of
the recipient of the Work to exercise the rights granted to that recipient under the terms of the License. You may
not sublicense the Work. You must keep intact all notices that refer to this License and to the disclaimer of
warranties with every copy of the Work You Distribute or Publicly Perform. When You Distribute or Publicly
Perform the Work, You may not impose any effective technological measures on the Work that restrict the ability
of a recipient of the Work from You to exercise the rights granted to that recipient under the terms of the License.
This Section 4(a) applies to the Work as incorporated in a Collection, but this does not require the Collection apart
from the Work itself to be made subject to the terms of this License. If You create a Collection, upon notice from
any Licensor You must, to the extent practicable, remove from the Collection any credit as required by Section 4(b),
as requested. If You create an Adaptation, upon notice from any Licensor You must, to the extent practicable,
remove from the Adaptation any credit as required by Section 4(b), as requested.
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If You Distribute, or Publicly Perform the Work or any Adaptations or Collections, You must, unless a request has
been made pursuant to Section 4(a), keep intact all copyright notices for the Work and provide, reasonable to the
medium or means You are utilizing: (i) the name of the Original Author (or pseudonym, if applicable) if supplied,
and/or if the Original Author and/or Licensor designate another party or parties (e.g., a sponsor institute,
publishing entity, journal) for attribution ("Attribution Parties") in Licensor's copyright notice, terms of service or by
other reasonable means, the name of such party or parties; (ii) the title of the Work if supplied; (iii) to the extent
reasonably practicable, the URI, if any, that Licensor specifies to be associated with the Work, unless such URI does
not refer to the copyright notice or licensing information for the Work; and (iv) , consistent with Section 3(b), in the
case of an Adaptation, a credit identifying the use of the Work in the Adaptation (e.g., "French translation of the
Work by Original Author," or "Screenplay based on original Work by Original Author"). The credit required by this
Section 4 (b) may be implemented in any reasonable manner; provided, however, that in the case of a Adaptation
or Collection, at a minimum such credit will appear, if a credit for all contributing authors of the Adaptation or
Collection appears, then as part of these credits and in a manner at least as prominent as the credits for the other
contributing authors. For the avoidance of doubt, You may only use the credit required by this Section for the
purpose of attribution in the manner set out above and, by exercising Your rights under this License, You may not
implicitly or explicitly assert or imply any connection with, sponsorship or endorsement by the Original Author,
Licensor and/or Attribution Parties, as appropriate, of You or Your use of the Work, without the separate, express
prior written permission of the Original Author, Licensor and/or Attribution Parties.

Except as otherwise agreed in writing by the Licensor or as may be otherwise permitted by applicable law, if You
Reproduce, Distribute or Publicly Perform the Work either by itself or as part of any Adaptations or Collections, You
must not distort, mutilate, modify or take other derogatory action in relation to the Work which would be
prejudicial to the Original Author's honor or reputation. Licensor agrees that in those jurisdictions (e.g. Japan), in
which any exercise of the right granted in Section 3(b) of this License (the right to make Adaptations) would be
deemed to be a distortion, mutilation, modification or other derogatory action prejudicial to the Original Author's
honor and reputation, the Licensor will waive or not assert, as appropriate, this Section, to the fullest extent
permitted by the applicable national law, to enable You to reasonably exercise Your right under Section 3(b) of this
License (right to make Adaptations) but not otherwise.

5. Representations, Warranties and Disclaimer

UNLESS OTHERWISE MUTUALLY AGREED TO BY THE PARTIES IN WRITING, LICENSOR OFFERS THE WORK AS-IS AND
MAKES NO REPRESENTATIONS OR WARRANTIES OF ANY KIND CONCERNING THE WORK, EXPRESS, IMPLIED,
STATUTORY OR OTHERWISE, INCLUDING, WITHOUT LIMITATION, WARRANTIES OF TITLE, MERCHANTIBILITY,
FITNESS FOR A PARTICULAR PURPOSE, NONINFRINGEMENT, OR THE ABSENCE OF LATENT OR OTHER DEFECTS,
ACCURACY, OR THE PRESENCE OF ABSENCE OF ERRORS, WHETHER OR NOT DISCOVERABLE. SOME JURISDICTIONS
DO NOT ALLOW THE EXCLUSION OF IMPLIED WARRANTIES, SO SUCH EXCLUSION MAY NOT APPLY TO YOU.

6. Limitation on Liability. EXCEPT TO THE EXTENT REQUIRED BY APPLICABLE LAW, IN NO EVENT WILL LICENSOR BE
LIABLE TO YOU ON ANY LEGAL THEORY FOR ANY SPECIAL, INCIDENTAL, CONSEQUENTIAL, PUNITIVE OR EXEMPLARY
DAMAGES ARISING OUT OF THIS LICENSE OR THE USE OF THE WORK, EVEN IF LICENSOR HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.

7. Termination

This License and the rights granted hereunder will terminate automatically upon any breach by You of the terms of
this License. Individuals or entities who have received Adaptations or Collections from You under this License,
however, will not have their licenses terminated provided such individuals or entities remain in full compliance with
those licenses. Sections 1, 2, 5, 6, 7, and 8 will survive any termination of this License.

Scuba User Guide 37



Attribution List IMPERVA

Subject to the above terms and conditions, the license granted here is perpetual (for the duration of the applicable
copyright in the Work). Notwithstanding the above, Licensor reserves the right to release the Work under different
license terms or to stop distributing the Work at any time; provided, however that any such election will not serve
to withdraw this License (or any other license that has been, or is required to be, granted under the terms of this
License), and this License will continue in full force and effect unless terminated as stated above.

8. Miscellaneous

Each time You Distribute or Publicly Perform the Work or a Collection, the Licensor offers to the recipient a license
to the Work on the same terms and conditions as the license granted to You under this License.

Each time You Distribute or Publicly Perform an Adaptation, Licensor offers to the recipient a license to the original
Work on the same terms and conditions as the license granted to You under this License.

If any provision of this License is invalid or unenforceable under applicable law, it shall not affect the validity or
enforceability of the remainder of the terms of this License, and without further action by the parties to this
agreement, such provision shall be reformed to the minimum extent necessary to make such provision valid and
enforceable.

No term or provision of this License shall be deemed waived and no breach consented to unless such waiver or
consent shall be in writing and signed by the party to be charged with such waiver or consent.

This License constitutes the entire agreement between the parties with respect to the Work licensed here. There

are no understandings, agreements or representations with respect to the Work not specified here. Licensor shall
not be bound by any additional provisions that may appear in any communication from You. This License may not
be modified without the mutual written agreement of the Licensor and You.

The rights granted under, and the subject matter referenced, in this License were drafted utilizing the terminology
of the Berne Convention for the Protection of Literary and Artistic Works (as amended on September 28, 1979), the
Rome Convention of 1961, the WIPO Copyright Treaty of 1996, the WIPO Performances and Phonograms Treaty of
1996 and the Universal Copyright Convention (as revised on July 24, 1971). These rights and subject matter take
effect in the relevant jurisdiction in which the License terms are sought to be enforced according to the
corresponding provisions of the implementation of those treaty provisions in the applicable national law. If the
standard suite of rights granted under applicable copyright law includes additional rights not granted under this
License, such additional rights are deemed to be included in the License; this License is not intended to restrict the
license of any rights under applicable law.

Creative Commons Notice

Creative Commons is not a party to this License, and makes no warranty whatsoever in connection with the Work.
Creative Commons will not be liable to You or any party on any legal theory for any damages whatsoever, including
without limitation any general, special, incidental or consequential damages arising in connection to this license.
Notwithstanding the foregoing two (2) sentences, if Creative Commons has expressly identified itself as the
Licensor hereunder, it shall have all rights and obligations of Licensor.

Except for the limited purpose of indicating to the public that the Work is licensed under the CCPL, Creative
Commons does not authorize the use by either party of the trademark "Creative Commons" or any related
trademark or logo of Creative Commons without the prior written consent of Creative Commons. Any permitted
use will be in compliance with Creative Commons' then-current trademark usage guidelines, as may be published
on its website or otherwise made available upon request from time to time. For the avoidance of doubt, this
trademark restriction does not form part of this License.

Creative Commons may be contacted at http://creativecommons.org/.

Brand Icons
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All brand icons are trademarks of their respective owners.

The use of these trademarks does not indicate endorsement of the trademark holder by Font Awesome, nor vice
versa.

Brand icons should only be used to represent the company or product to which they refer.

Please do not use brand logos for any purpose except to represent that particular brand or service.
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Gentelella v1.3.0
Copyright (c) 2016 Aigars Silkalns & Colorlib

MIT License

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated
documentation files (the "Software"), to deal in the Software without restriction, including without limitation the
rights to use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of the Software, and to permit
persons to whom the Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions of the
Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT
NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM,
DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

jtds-1.3.1.jar
Copyright (c) The jTDS Project

GNU LESSER GENERAL PUBLIC LICENSE  Version 2.1, February 1999

Copyright (C) 1991, 1999 Free Software Foundation, Inc.
51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA
Everyone is permitted to copy and distribute verbatim copies

of this license document, but changing it is not allowed.

[This is the first released version of the Lesser GPL. It also counts
as the successor of the GNU Library Public License, version 2, hence

the version number 2.1.]

Preamble

The licenses for most software are designed to take away your
freedom to share and change it. By contrast, the GNU General Public
Licenses are intended to guarantee your freedom to share and change

free software--to make sure the software is free for all its users.

This license, the Lesser General Public License, applies to some
specially designated software packages--typically libraries--of the
Free Software Foundation and other authors who decide to useit.  You
can use it too, but we suggest you first think carefully about whether
this license or the ordinary General Public License is the better

strategy to use in any particular case, based on the explanations below.
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When we speak of free software, we are referring to freedom of use,
not price.  Our General Public Licenses are designed to make sure that
you have the freedom to distribute copies of free software (and charge
for this service if you wish); that you receive source code or can get
it if you want it; that you can change the software and use pieces of
it in new free programs; and that you are informed that you can do

these things.

To protect your rights, we need to make restrictions that forbid
distributors to deny you these rights or to ask you to surrender these
rights. These restrictions translate to certain responsibilities for

you if you distribute copies of the library or if you modify it.

For example, if you distribute copies of the library, whether gratis
or for a fee, you must give the recipients all the rights that we gave
you. You must make sure that they, too, receive or can get the source
code. If you link other code with the library, you must provide
complete object files to the recipients, so that they can relink them
with the library after making changes to the library and recompiling

it.  And you must show them these terms so they know their rights.

We protect your rights with a two-step method: (1) we copyright the
library, and (2) we offer you this license, which gives you legal

permission to copy, distribute and/or modify the library.

To protect each distributor, we want to make it very clear that
there is no warranty for the free library. Also, if the library is
modified by someone else and passed on, the recipients should know
that what they have is not the original version, so that the original
author's reputation will not be affected by problems that might be

introduced by others.

Finally, software patents pose a constant threat to the existence of
any free program. We wish to make sure that a company cannot
effectively restrict the users of a free program by obtaining a
restrictive license from a patent holder. Therefore, we insist that
any patent license obtained for a version of the library must be

consistent with the full freedom of use specified in this license.

Most GNU software, including some libraries, is covered by the

ordinary GNU General Public License. This license, the GNU Lesser
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General Public License, applies to certain designated libraries, and
is quite different from the ordinary General Public License. We use
this license for certain libraries in order to permit linking those

libraries into non-free programs.

When a program is linked with a library, whether statically or using
a shared library, the combination of the two is legally speaking a
combined work, a derivative of the original library.  The ordinary
General Public License therefore permits such linking only if the
entire combination fits its criteria of freedom. The Lesser General
Public License permits more lax criteria for linking other code with

the library.

We call this license the "Lesser" General Public License because it
does Less to protect the user's freedom than the ordinary General
Public License. It also provides other free software developers Less
of an advantage over competing non-free programs. These disadvantages
are the reason we use the ordinary General Public License for many
libraries. However, the Lesser license provides advantages in certain

special circumstances.

For example, on rare occasions, there may be a special need to
encourage the widest possible use of a certain library, so that it becomes
a de-facto standard. To achieve this, non-free programs must be
allowed to use the library. A more frequent case is that a free
library does the same job as widely used non-free libraries. In this
case, there is little to gain by limiting the free library to free

software only, so we use the Lesser General Public License.

In other cases, permission to use a particular library in non-free
programs enables a greater number of people to use a large body of
free software. For example, permission to use the GNU C Library in
non-free programs enables many more people to use the whole GNU
operating system, as well as its variant, the GNU/Linux operating

system.

Although the Lesser General Public License is Less protective of the
users' freedom, it does ensure that the user of a program that is
linked with the Library has the freedom and the wherewithal to run

that program using a modified version of the Library.

The precise terms and conditions for copying, distribution and

42

Scuba User Guide



IMPERVA

Attribution List

modification follow. Pay close attention to the difference between a
"work based on the library" and a "work that uses the library". The
former contains code derived from the library, whereas the latter must

be combined with the library in order to run.

GNU LESSER GENERAL PUBLIC LICENSE
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License Agreement applies to any software library or other
program which contains a notice placed by the copyright holder or
other authorized party saying it may be distributed under the terms of
this Lesser General Public License (also called "this License").

Each licensee is addressed as "you".

A "library" means a collection of software functions and/or data
prepared so as to be conveniently linked with application programs

(which use some of those functions and data) to form executables.

The "Library", below, refers to any such software library or work
which has been distributed under these terms. A "work based on the
Library" means either the Library or any derivative work under
copyright law: that is to say, a work containing the Library or a
portion of it, either verbatim or with modifications and/or translated
straightforwardly into another language. (Hereinafter, translation is

included without limitation in the term "modification".)

"Source code" for a work means the preferred form of the work for
making modifications to it. For a library, complete source code means
all the source code for all modules it contains, plus any associated
interface definition files, plus the scripts used to control compilation

and installation of the library.

Activities other than copying, distribution and modification are not
covered by this License; they are outside its scope. The act of
running a program using the Library is not restricted, and output from
such a program is covered only if its contents constitute a work based
on the Library (independent of the use of the Library in a tool for
writing it). Whether that is true depends on what the Library does

and what the program that uses the Library does.

1. You may copy and distribute verbatim copies of the Library's

complete source code as you receive it, in any medium, provided that
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you conspicuously and appropriately publish on each copy an
appropriate copyright notice and disclaimer of warranty; keep intact
all the notices that refer to this License and to the absence of any
warranty; and distribute a copy of this License along with the

Library.

You may charge a fee for the physical act of transferring a copy,
and you may at your option offer warranty protection in exchange for a

fee.

2. You may modify your copy or copies of the Library or any portion
of it, thus forming a work based on the Library, and copy and
distribute such modifications or work under the terms of Section 1

above, provided that you also meet all of these conditions:

a) The modified work must itself be a software library.

b) You must cause the files modified to carry prominent notices

stating that you changed the files and the date of any change.

¢) You must cause the whole of the work to be licensed at no

charge to all third parties under the terms of this License.

d) If a facility in the modified Library refers to a function or a
table of data to be supplied by an application program that uses
the facility, other than as an argument passed when the facility

is invoked, then you must make a good faith effort to ensure that,
in the event an application does not supply such function or
table, the facility still operates, and performs whatever part of

its purpose remains meaningful.

(For example, a function in a library to compute square roots has
a purpose that is entirely well-defined independent of the
application. Therefore, Subsection 2d requires that any
application-supplied function or table used by this function must
be optional: if the application does not supply it, the square

root function must still compute square roots.)

These requirements apply to the modified work as a whole. If
identifiable sections of that work are not derived from the Library,
and can be reasonably considered independent and separate works in

themselves, then this License, and its terms, do not apply to those
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sections when you distribute them as separate works. But when you
distribute the same sections as part of a whole which is a work based
on the Library, the distribution of the whole must be on the terms of
this License, whose permissions for other licensees extend to the
entire whole, and thus to each and every part regardless of who wrote
it.

Thus, it is not the intent of this section to claim rights or contest
your rights to work written entirely by you; rather, the intent is to
exercise the right to control the distribution of derivative or
collective works based on the Library.

In addition, mere aggregation of another work not based on the Library
with the Library (or with a work based on the Library) on a volume of
a storage or distribution medium does not bring the other work under

the scope of this License.

3. You may opt to apply the terms of the ordinary GNU General Public
License instead of this License to a given copy of the Library. To do
this, you must alter all the notices that refer to this License, so
that they refer to the ordinary GNU General Public License, version 2,
instead of to this License. (If a newer version than version 2 of the
ordinary GNU General Public License has appeared, then you can specify
that version instead if you wish.) Do not make any other change in

these notices.

Once this change is made in a given copy, it is irreversible for
that copy, so the ordinary GNU General Public License applies to all

subsequent copies and derivative works made from that copy.

This option is useful when you wish to copy part of the code of

the Library into a program that is not a library.

4. You may copy and distribute the Library (or a portion or
derivative of it, under Section 2) in object code or executable form
under the terms of Sections 1 and 2 above provided that you accompany
it with the complete corresponding machine-readable source code, which
must be distributed under the terms of Sections 1 and 2 above on a

medium customarily used for software interchange.

If distribution of object code is made by offering access to copy

from a designated place, then offering equivalent access to copy the
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source code from the same place satisfies the requirement to
distribute the source code, even though third parties are not

compelled to copy the source along with the object code.

5. A program that contains no derivative of any portion of the
Library, but is designed to work with the Library by being compiled or
linked with it, is called a "work that uses the Library". Such a
work, in isolation, is not a derivative work of the Library, and

therefore falls outside the scope of this License.

However, linking a "work that uses the Library" with the Library
creates an executable that is a derivative of the Library (because it
contains portions of the Library), rather than a "work that uses the
library". The executable is therefore covered by this License.

Section 6 states terms for distribution of such executables.

When a "work that uses the Library" uses material from a header file

that is part of the Library, the object code for the work may be a
derivative work of the Library even though the source code is not.
Whether this is true is especially significant if the work can be
linked without the Library, or if the work is itself a library. The

threshold for this to be true is not precisely defined by law.

If such an object file uses only numerical parameters, data
structure layouts and accessors, and small macros and small inline
functions (ten lines or less in length), then the use of the object
file is unrestricted, regardless of whether it is legally a derivative
work. (Executables containing this object code plus portions of the

Library will still fall under Section 6.)

Otherwise, if the work is a derivative of the Library, you may
distribute the object code for the work under the terms of Section 6.
Any executables containing that work also fall under Section 6,

whether or not they are linked directly with the Library itself.

6. As an exception to the Sections above, you may also combine or
link a "work that uses the Library" with the Library to produce a
work containing portions of the Library, and distribute that work
under terms of your choice, provided that the terms permit
modification of the work for the customer's own use and reverse

engineering for debugging such modifications.
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You must give prominent notice with each copy of the work that the
Library is used in it and that the Library and its use are covered by
this License. You must supply a copy of this License. If the work
during execution displays copyright notices, you must include the
copyright notice for the Library among them, as well as a reference
directing the user to the copy of this License. Also, you must do one

of these things:

a) Accompany the work with the complete corresponding
machine-readable source code for the Library including whatever
changes were used in the work (which must be distributed under
Sections 1 and 2 above); and, if the work is an executable linked
with the Library, with the complete machine-readable "work that
uses the Library", as object code and/or source code, so that the
user can modify the Library and then relink to produce a modified
executable containing the modified Library. (It is understood
that the user who changes the contents of definitions files in the
Library will not necessarily be able to recompile the application

to use the modified definitions.)

b) Use a suitable shared library mechanism for linking with the
Library. A suitable mechanism is one that (1) uses at run time a
copy of the library already present on the user's computer system,
rather than copying library functions into the executable, and (2)
will operate properly with a modified version of the library, if

the user installs one, as long as the modified version is

interface-compatible with the version that the work was made with.

c) Accompany the work with a written offer, valid for at
least three years, to give the same user the materials
specified in Subsection 6a, above, for a charge no more

than the cost of performing this distribution.

d) If distribution of the work is made by offering access to copy
from a designated place, offer equivalent access to copy the above

specified materials from the same place.

e) Verify that the user has already received a copy of these

materials or that you have already sent this user a copy.

For an executable, the required form of the "work that uses the

Library" must include any data and utility programs needed for
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reproducing the executable from it. However, as a special exception,
the materials to be distributed need not include anything that is
normally distributed (in either source or binary form) with the major
components (compiler, kernel, and so on) of the operating system on
which the executable runs, unless that component itself accompanies

the executable.

It may happen that this requirement contradicts the license

restrictions of other proprietary libraries that do not normally

accompany the operating system. Such a contradiction means you cannot

use both them and the Library together in an executable that you
distribute.

7. You may place library facilities that are a work based on the
Library side-by-side in a single library together with other library
facilities not covered by this License, and distribute such a combined
library, provided that the separate distribution of the work based on
the Library and of the other library facilities is otherwise

permitted, and provided that you do these two things:

a) Accompany the combined library with a copy of the same work
based on the Library, uncombined with any other library
facilities.  This must be distributed under the terms of the

Sections above.

b) Give prominent notice with the combined library of the fact
that part of it is a work based on the Library, and explaining

where to find the accompanying uncombined form of the same work.

8. You may not copy, modify, sublicense, link with, or distribute
the Library except as expressly provided under this License. Any
attempt otherwise to copy, modify, sublicense, link with, or
distribute the Library is void, and will automatically terminate your
rights under this License. However, parties who have received copies,
or rights, from you under this License will not have their licenses

terminated so long as such parties remain in full compliance.

9. You are not required to accept this License, since you have not
signed it. However, nothing else grants you permission to modify or
distribute the Library or its derivative works. These actions are
prohibited by law if you do not accept this License. Therefore, by
modifying or distributing the Library (or any work based on the
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Library), you indicate your acceptance of this License to do so, and
all its terms and conditions for copying, distributing or modifying

the Library or works based on it.

10. Each time you redistribute the Library (or any work based on the
Library), the recipient automatically receives a license from the
original licensor to copy, distribute, link with or modify the Library
subject to these terms and conditions.  You may not impose any further
restrictions on the recipients' exercise of the rights granted herein.
You are not responsible for enforcing compliance by third parties with
this License.

11. If, as a consequence of a court judgment or allegation of patent
infringement or for any other reason (not limited to patent issues),
conditions are imposed on you (whether by court order, agreement or
otherwise) that contradict the conditions of this License, they do not
excuse you from the conditions of this License. If you cannot
distribute so as to satisfy simultaneously your obligations under this
License and any other pertinent obligations, then as a consequence you
may not distribute the Library at all.  For example, if a patent
license would not permit royalty-free redistribution of the Library by
all those who receive copies directly or indirectly through you, then
the only way you could satisfy both it and this License would be to

refrain entirely from distribution of the Library.

If any portion of this section is held invalid or unenforceable under any
particular circumstance, the balance of the section is intended to apply,

and the section as a whole is intended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any
patents or other property right claims or to contest validity of any
such claims; this section has the sole purpose of protecting the
integrity of the free software distribution system which is
implemented by public license practices. Many people have made
generous contributions to the wide range of software distributed
through that system in reliance on consistent application of that
system; it is up to the author/donor to decide if he or she is willing

to distribute software through any other system and a licensee cannot

impose that choice.

This section is intended to make thoroughly clear what is believed to

be a consequence of the rest of this License.
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12. If the distribution and/or use of the Library is restricted in
certain countries either by patents or by copyrighted interfaces, the
original copyright holder who places the Library under this License may add
an explicit geographical distribution limitation excluding those countries,
so that distribution is permitted only in or among countries not thus
excluded. In such case, this License incorporates the limitation as if

written in the body of this License.

13. The Free Software Foundation may publish revised and/or new
versions of the Lesser General Public License from time to time.
Such new versions will be similar in spirit to the present version,

but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Library
specifies a version number of this License which applies to it and

"any later version", you have the option of following the terms and
conditions either of that version or of any later version published by
the Free Software Foundation. If the Library does not specify a
license version number, you may choose any version ever published by

the Free Software Foundation.

14. If you wish to incorporate parts of the Library into other free
programs whose distribution conditions are incompatible with these,
write to the author to ask for permission. For software which is
copyrighted by the Free Software Foundation, write to the Free
Software Foundation; we sometimes make exceptions for this. Our
decision will be guided by the two goals of preserving the free status
of all derivatives of our free software and of promoting the sharing

and reuse of software generally.

NO WARRANTY

15. BECAUSE THE LIBRARY IS LICENSED FREE OF CHARGE, THERE IS NO
WARRANTY FOR THE LIBRARY, TO THE EXTENT PERMITTED BY APPLICABLE LAW.
EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR
OTHER PARTIES PROVIDE THE LIBRARY "AS IS" WITHOUT WARRANTY OF ANY
KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE
LIBRARY IS WITH YOU. SHOULD THE LIBRARY PROVE DEFECTIVE, YOU ASSUME
THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.
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16. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN
WRITING WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY
AND/OR REDISTRIBUTE THE LIBRARY AS PERMITTED ABOVE, BE LIABLE TO YOU
FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR
CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE THE
LIBRARY (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING
RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A
FAILURE OF THE LIBRARY TO OPERATE WITH ANY OTHER SOFTWARE), EVEN IF
SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES.

END OF TERMS AND CONDITIONS

How to Apply These Terms to Your New Libraries

If you develop a new library, and you want it to be of the greatest
possible use to the public, we recommend making it free software that
everyone can redistribute and change. You can do so by permitting
redistribution under these terms (or, alternatively, under the terms of the

ordinary General Public License).

To apply these terms, attach the following notices to the library. Itis
safest to attach them to the start of each source file to most effectively
convey the exclusion of warranty; and each file should have at least the

"copyright" line and a pointer to where the full notice is found.

<one line to give the library's name and a brief idea of what it does.>

Copyright (C) <year> <name of author>

This library is free software; you can redistribute it and/or
modify it under the terms of the GNU Lesser General Public
License as published by the Free Software Foundation; either

version 2.1 of the License, or (at your option) any later version.

This library is distributed in the hope that it will be useful,

but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU
Lesser General Public License for more details.

You should have received a copy of the GNU Lesser General Public

License along with this library; if not, write to the Free Software
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Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301
Also add information on how to contact you by electronic and paper mail.
You should also get your employer (if you work as a programmer) or your
school, if any, to sign a "copyright disclaimer" for the library, if

necessary. Here is a sample; alter the names:

Yoyodyne, Inc., hereby disclaims all copyright interest in the

library "Frob' (a library for tweaking knobs) written by James Random Hacker.

<signature of Ty Coon>, 1 April 1990

Ty Coon, President of Vice

That's all there is to it!

USA
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JSON
https://github.com/stleary/JSON-java/blob/master/LICENSE
Copyright (c) 2002 JSON.org

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated
documentation files (the "Software"), to deal in the Software without restriction, including without limitation the
rights to use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of the Software, and to permit
persons to whom the Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions of the
Software.

The Software shall be used for Good, not Evil.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT
NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM,
DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

Launch4j (http://launch4j.sourceforge.net/)

Cross-platform Java application wrapper for creating Windows native executables.

Copyright (c) 2004, 2015 Grzegorz Kowal

All rights reserved.

Redistribution and use in source and binary forms, with or without modification,

are permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice,

this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice,
this list of conditions and the following disclaimer in the documentation

and/or other materials provided with the distribution.

3. Neither the name of the copyright holder nor the names of its contributors
may be used to endorse or promote products derived from this software without

specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS"

AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,

THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;

LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED
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AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY,
OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE
OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Java SE JRE 8
Copyright © 1993, 2016, Oracle and/or its affiliates.
All rights reserved.

This software and related documentation are provided under a
license agreement containing restrictions on use and
disclosure and are protected by intellectual property laws.
Except as expressly permitted in your license agreement or
allowed by law, you may not use, copy, reproduce, translate,
broadcast, modify, license, transmit, distribute, exhibit,
perform, publish, or display any part, in any form, or by

any means. Reverse engineering, disassembly, or
decompilation of this software, unless required by law for

interoperability, is prohibited.

Oracle and Java are registered trademarks of Oracle and/or
its affiliates. Other names may be trademarks of their

respective owners.

Intel and Intel Xeon are trademarks or registered trademarks
of Intel Corporation. All SPARC trademarks are used under
license and are trademarks or registered trademarks of SPARC
International, Inc. AMD, Opteron, the AMD logo, and the AMD
Opteron logo are trademarks or registered trademarks of
Advanced Micro Devices. UNIX is a registered trademark of

The Open Group.

Java includes the sofware listed in the README File that is accessible at
http://www.oracle.com/technetwork/java/javase/documentation/index.html
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Oracle ojdbc6_g.jar Version 11.2.0.3.0

Oracle Technology Network License Agreement

Oracle is willing to authorize Your access to software associated with this License Agreement (“Agreement”) only
upon the condition that You accept that this Agreement governs Your use of the software. By selecting the “Accept
License Agreement” button or box (or the equivalent) or installing or using the Programs You indicate Your
acceptance of this Agreement and Your agreement, as an authorized representative of Your company or
organization (if being acquired for use by an entity) or as an individual, to comply with the license terms that apply
to the software that You wish to download and access. If You are not willing to be bound by this Agreement, do not
select the “Accept License Agreement” button or box (or the equivalent) and do not download or access the
software.

Definitions

"Oracle" refers to Oracle America, Inc. "You" and "Your" refers to (a) a company or organization (each an “Entity”)
accessing the Programs, if use of the Programs will be on behalf of such Entity; or (b) an individual accessing the
Programs, if use of the Programs will not be on behalf of an Entity. “Contractors” refers to Your agents and
contractors (including, without limitation, outsourcers). "Program(s)" refers to Oracle software provided by Oracle
pursuant to this Agreement and any updates, error corrections, and/or Program Documentation provided by
Oracle. “Program Documentation” refers to Program user manuals and Program installation manuals, if any. If
available, Program Documentation may be delivered with the Programs and/or may be accessed from
www.oracle.com/documentation. “Associated Product” refers to the Oracle product(s), if any, and as identified in
the Programs documentation or on the Programs download site, with which the Programs are intended to enable
or enhance interoperation with Your application(s). “Separate Terms” refers to separate license terms that are
specified in the Program Documentation, readmes or notice files and that apply to Separately Licensed Third Party
Technology. “Separately Licensed Third Party Technology” refers to third party technology that is licensed under
Separate Terms and not under the terms of this Agreement.

License Rights and Restrictions

Oracle grants You a nonexclusive, nontransferable, limited license to, subject to the restrictions stated in this
Agreement, (a) internally use the Programs solely for the purposes of developing, testing, prototyping and
demonstrating Your applications, and running the Programs for Your own internal business operations; and (b)
redistribute unmodified Programs and Programs Documentation pursuant to the Programs Redistribution section
below. You may allow Your Contractor(s) to use the Programs, provided they are acting on Your behalf to exercise
license rights granted in this Agreement and further provided that You are responsible for their compliance with
this Agreement in such use. You will have a written agreement with Your Contractor(s) that strictly limits their right
to use the Programs and that otherwise protects Oracle’s intellectual property rights to the same extent as this
Agreement. You may make copies of the Programs to the extent reasonably necessary to exercise the license rights
granted in this Agreement. You may make one copy of the Programs for backup purposes.

Further, You may not:
remove or modify any Program markings or any notice of Oracle’s or a licensor’s proprietary rights;

use the Programs to provide third party training unless Oracle expressly authorizes such use on the Program’s
download page;

assign this Agreement or distribute, give, or transfer the Programs or an interest in them to any third party, except
as expressly permitted in this Agreement (the foregoing shall not be construed to limit the rights You may
otherwise have with respect to Separately Licensed Third Party Technology);

cause or permit reverse engineering (unless required by law for interoperability), disassembly or decompilation of
the Programs; and
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disclose results of any Program benchmark tests without Oracle’s prior consent.

The Programs may contain source code that, unless expressly licensed in this Agreement for other purposes (for
example, licensed under an open source license), is provided solely for reference purposes pursuant to the terms of
this Agreement and may not be modified.

All rights not expressly granted in this Agreement are reserved by Oracle. If You want to use the Programs or Your
application for any purpose other than as expressly permitted under this Agreement, You must obtain from Oracle
or an Oracle reseller a valid Programs license under a separate agreement permitting such use. However, You
acknowledge that the Programs may not be intended for production use and/or Oracle may not make a version of
the Programs available for production or other purposes; any development or other work You undertake with the
Programs is at Your sole risk.

Programs Redistribution

We grant You a nonexclusive, nontransferable right to copy and distribute unmodified Programs and Programs
Documentation as part of and included in Your application that is intended to interoperate with the Associated
Product, if any, provided that You do not charge Your end users any additional fees for the use of the Programs.
Prior to distributing the Programs and Programs Documentation, You shall require Your end users to execute an
agreement binding them to terms, with respect to the Programs and Programs Documentation, materially
consistent and no less restrictive than those contained in this section and the sections of this Agreement entitled
“License Rights and Restrictions” (except that the redistribution right granted to You shall not be included; Your end
users may not distribute Programs and Programs Documentation to any third parties), "Ownership," "Export
Controls," "Disclaimer of Warranties; Limitation of Liability," "No Technical Support" (with respect to Oracle
support; You may provide Your own support for Programs at Your discretion), "Audit; Termination (except that
Oracle’s audit right shall not be included)," "Relationship Between the Parties," and “U.S. Government End Users.”
You must also include a provision stating that Your end users shall have no right to distribute the Programs and
Programs Documentation, and a provision specifying us as a third party beneficiary of the agreement. You are
responsible for obtaining these agreements with Your end users.

You agree to: (a) defend and indemnify us against all claims and damages caused by Your distribution of the
Programs and Programs Documentation in breach of this Agreement and/or failure to include the required
contractual provisions in Your end user agreement as stated above; (b) keep executed end user agreements and
records of end user information including name, address, date of distribution and identity of Programs distributed;
(c) allow us to inspect Your end user agreements and records upon request; and, (d) enforce the terms of Your end
user agreements so as to effect a timely cure of any end user breach, and to notify us of any breach of the terms.

Ownership

Oracle or its licensors retain all ownership and intellectual property rights to the Programs.

Third-Party Technology

The Programs may contain or require the use of third party technology that is provided with the Programs. Oracle
may provide certain notices to You in Program Documentation, readmes or notice files in connection with such
third party technology. Third party technology will be licensed to You either under the terms of this Agreement or,
if specified in the Program Documentation, readmes or notice files, under Separate Terms. Your rights to use
Separately Licensed Third Party Technology under Separate Terms are not restricted in any way by this Agreement.
However, for clarity, notwithstanding the existence of a notice, third party technology that is not Separately
Licensed Third Party Technology shall be deemed part of the Programs and is licensed to You under the terms of
this Agreement.

Source Code for Open Source Software
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For software that You receive from Oracle in binary form that is licensed under an open source license that gives
You the right to receive the source code for that binary, You can obtain a copy of the applicable source code from
https://oss.oracle.com/sources/ or http://www.oracle.com/goto/opensourcecode. If the source code for such
software was not provided to You with the binary, You can also receive a copy of the source code on physical media
by submitting a written request pursuant to the instructions in the "Written Offer for Source Code" section of the
latter website.

Export Controls

Export laws and regulations of the United States and any other relevant local export laws and regulations apply to
the Programs . You agree that such export control laws govern Your use of the Programs (including technical data)
and any services deliverables provided under this agreement, and You agree to comply with all such export laws
and regulations (including "deemed export" and "deemed re-export" regulations). You agree that no data,
information, program and/or materials resulting from Programs or services (or direct products thereof) will be
exported, directly or indirectly, in violation of these laws, or will be used for any purpose prohibited by these laws
including, without limitation, nuclear, chemical, or biological weapons proliferation, or development of missile
technology. Accordingly, You confirm:

You will not download, provide, make available or otherwise export or re-export the Programs, directly or
indirectly, to countries prohibited by applicable laws and regulations nor to citizens, nationals or residents of those
countries.

You are not listed on the United States Department of Treasury lists of Specially Designated Nationals and Blocked
Persons, Specially Designated Terrorists, and Specially Designated Narcotic Traffickers, nor are You listed on the
United States Department of Commerce Table of Denial Orders.

You will not download or otherwise export or re-export the Programs, directly or indirectly, to persons on the
above mentioned lists.

You will not use the Programs for, and will not allow the Programs to be used for, any purposes prohibited by
applicable law, including, without limitation, for the development, design, manufacture or production of nuclear,
chemical or biological weapons of mass destruction.

Information Collection

The Programs’ installation and/or auto-update processes, if any, may transmit a limited amount of data to Oracle
or its service provider about those processes to help Oracle understand and optimize them. Oracle does not
associate the data with personally identifiable information. Refer to Oracle’s Privacy Policy at
www.oracle.com/privacy.

Disclaimer of Warranties; Limitation of Liability

THE PROGRAMS ARE PROVIDED "AS IS" WITHOUT WARRANTY OF ANY KIND. ORACLE FURTHER DISCLAIMS ALL
WARRANTIES, EXPRESS AND IMPLIED, INCLUDING WITHOUT LIMITATION, ANY IMPLIED WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NONINFRINGEMENT .

IN NO EVENT WILL ORACLE BE LIABLE FOR ANY INDIRECT, INCIDENTAL, SPECIAL, PUNITIVE OR CONSEQUENTIAL
DAMAGES, OR DAMAGES FOR LOSS OF PROFITS, REVENUE, DATA OR DATA USE, INCURRED BY YOU OR ANY THIRD
PARTY, WHETHER IN AN ACTION IN CONTRACT OR TORT, EVEN IF ORACLE HAS BEEN ADVISED OF THE POSSIBILITY
OF SUCH DAMAGES. ORACLE’S ENTIRE LIABILITY FOR DAMAGES UNDER THIS AGREEMENT SHALL IN NO EVENT
EXCEED ONE THOUSAND DOLLARS (U.S. $1,000) .

No Technical Support
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Unless Oracle support for the Programs, if any, is expressly included in a separate, current support agreement
between You and Oracle, Oracle’s technical support organization will not provide technical support, phone support,
or updates to You for the Programs provided under this Agreement.

Audit; Termination

Oracle may audit Your use of the Programs. You may terminate this Agreement by destroying all copies of the
Programs. This Agreement shall automatically terminate without notice if You fail to comply with any of the terms
of this Agreement, in which case You shall promptly destroy all copies of the Programs.

U.S. Government End Users

Programs and/or Programs Documentation delivered to U.S. Government end users are “commercial computer
software” pursuant to the applicable Federal Acquisition Regulation and agency-specific supplemental regulations.
As such, use, duplication, disclosure, modification, and adaptation of the Programs and/or Programs
Documentation shall be subject to the license terms and license restrictions set forth in this Agreement. No other
rights are granted to the U.S. Government.

Relationship Between the Parties

Oracle is an independent contractor and we agree that no partnership, joint venture, or agency relationship exists
between us. We each will be responsible for paying our own employees, including employment related taxes and
insurance.. Nothing in this agreement shall be construed to limit either party's right to independently develop or
distribute software that is functionally similar to the other party's products, so long as proprietary information of
the other party is not included in such software.

Entire Agreement; Governing Law

You agree that this Agreement is the complete agreement for the Programs and this Agreement supersedes all
prior or contemporaneous agreements or representations, including any clickwrap, shrinkwrap or similar licenses,
or license agreements for prior versions of the Programs. This Agreement may not be modified and the rights and
restrictions may not be altered or waived except in a writing signed by authorized representatives of You and of
Oracle. If any term of this Agreement is found to be invalid or unenforceable, the remaining provisions will remain
effective.

This Agreement is governed by the substantive and procedural laws of the State of California, USA, and You and
Oracle agree to submit to the exclusive jurisdiction of, and venue in, the courts of San Francisco or Santa Clara
counties in California in any dispute arising out of or relating to this Agreement.

Notices

Should you have any questions concerning this License Agreement, or if you desire to contact Oracle for any
reason, please write:

Oracle America, Inc.
500 Oracle Parkway
Redwood City, CA 94065

Oracle Employees: Under no circumstances are Oracle Employees authorized to download software for the purpose
of distributing it to customers. Oracle products are available to employees for internal use or demonstration
purposes only. In keeping with Oracle's trade compliance obligations under U.S. and applicable multilateral law,
failure to comply with this policy could result in disciplinary action up to and including termination.

Last updated: 30 November 2016
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Twitter Bootstrap
Copyright 2011-2015 Twitter, Inc.
MIT License

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated
documentation files (the "Software"), to deal in the Software without restriction, including without limitation the
rights to use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of the Software, and to
permit persons to whom the Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions of the
Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT
NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM,
DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.
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